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PLCnext A\® Docker (Balena Engine) EAFI/IA
Agenda

> balenaEngine & (&
> BAED%EH
> balenaEngine M1 > X ~h—JL

> >5F%F47H: Hello World

> >7F %174 Ubuntu docker
> 1#HEL: X<{FRY B Docker (balenaEngine) 1< > R

> #HIE2: Linux root HEFRVERRT5E

2 Name of the speaker / title of the presentation / date / confidentiality class ‘ ‘ - mlc’gﬁrﬁlcxr ‘ .



balenaEngine &I(&

= balenaEngine (&. fH#AAH® 10T D1 —XXT —AEF(ICHFEEIN.
Docker > FEBMEDSHD A FTFI > TI, (Fid URL
KD5|H. #ER)

https://engine-docs.balena.io/

= 10T [CFHMEUTEZIL T DDA THRERWVEHIRFSNIZHEEL. S

SN CVET, i a@ balenaEngine
Docker (CdpD T balenaEngine (CHELMERE(CDULNVTI(E. EEED URL
ZZeR<IZE0,
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https://engine-docs.balena.io/

BRIED%E

DI

= PLCnext Control (FW version 2023.0.0 Bf%)
HXETIE AXCF 2152 ZHlCE> TR ULE T,

= PC (Windows 10 or 11) - + - SSH 77Ot XY —=7F)LY T I (Putty, Teraterm 72 &)
= A=Y NIRRT

Ethernet —J)L

-

PC (Windows 10 or 11)

o

PLCnext Control
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IRIEDEN
WBM (Web Based Management) BIEND7 It X : 5B

w A=Y NMEGERADST — N O T AEREZITDIEE.
PLCnext J> bO—=®D web BIEINFIOTZAUZET,

Please login with your username and password.

Username [Er:er' Username ]

password  [Fic Pasaior | (IAILED IP 77 RLX: 192.168.1.10)
(AXC F 2152 DStz ERDBEIF. F1—Y Y175
ZZSRIEEW)

Hinweis:

Dieses Ger&t darf nur von autorisierten Benutzern flr autorisierte
Zwecke verwendet werden. Ihre Anmeldeinformaticnen und alle
Benutzeraktionen auf diesem Gerét kdnnen Gberwacht,

aufgezeichnet, kopiert und auditiert werden. u U Se rn a m e : a d m | n

Durch die weitere Verwendung dieses Gerats erklaren

ie sich mit diesen Bedingungen einverstanden. ~ — —
i m—— = Password: PLCnext > hO—SXRMEICEIFENTWVET,
:f?::slcdez;_vice may only be used by authorized users for autherized %%&? 8 *?i-t“ a_ o

purposes. Your credentials and all user actions on this device
can be monitored, recorded, copied and audited. By continuing to
use this device, you agree to these terms.

= Username & Password Z A%, Login /RY> =L
T<LZauy,
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IRIEDE
WBM (Web Based Management) BENAD7Z X : A=-1—

AXC F 2152 PLEASE check regularly: u EII E; i G) X — 1 73\ \D
2404267 . - Product dowinload area for FIRMWARE UPDATES / .
TiP Ofte daY  ~romr cebpege o b SEARTRY vinesiin . — Configuration . . ‘3
= or more formaion se2 man fem “Hely (PLCnee Enginger and WEM).
= Configuration > Network Zi®iR
Network l ) gs a
o

PLCnext Store

Proficloud Services
Date and Time

System Services

Web Services

-
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IRIEDHER
TF—bIOIA 7 RLADETE

Configuration

Network

LAN Interfaces [Netload Limiter

TCP/IP (LAN 1) - Switched Mode Status Configuration

IP Address 192.168.1.10 |192.1.68.1.1.D |

Subnet Mask 255.255.255.0 255.255.255.0 - DefaUIt Gateway N\ b‘_\_ I\
Default Gateway 192.168.1.254 l [192.168.1.254 | l 'jI/]/G) IP 7 I< I/Z%ljj

DNS Server Addresses 8.5.8.8 [8.8.8.8 |
L/gs § o

|

|

8.5.4.4 [5.8.4.4

|
MAC Address 00:40:45:A2:BF:DF (AXC F 2152 Lx9+%:\1§ﬁﬁd)

Port X1

Data Rate i%/a\(i\ %l—-.lj‘-‘vzl 7) |/
S =RCBBISVY)

Link Status LinkDown
Port X2

Data Rate 100 Mbit/s
Duplex Mode Full Duplex

= Apply and reboot =2/ U w
Discard 0 L/gsg_o
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balenaEngine M1 > X b—JL

balenaEngine @A >0—K

= BUFDFINET PLCnext Store (https://www.plcnextstore.com/world/) hV5

balenaEngine-DockerForIOT-***37J =4S O— R¥LLFET,
X1: > 0O— R(ZIE. PLCnext Store ANDI1—H—&8% (BER) "wETY,

Type

H

Ao oomoT 2)

rdware

AXCF 1152
AXCF 2152
AXCF 3152
BPC 91025
EPC 1502
EPC 1522
NFC 4825
RFC 4072R
RFC 40725

SOL-5A-PCU-41xX

Docker

x |Q Sort by: v

Type v Developed By: b .: Only free Apps

( Hardware: AXCF 3152 © )

DALI2 library PLCnextBase

Phoenix Contact GmbH & Co. K&

Free

ngineer nprary asic firmware library to provide

to drive DALI ("Digital Addressable Lighting  functionality for other firmware- or user

= ReSy10x -
RemoteSystem 60870-5
™ Phaoenix Contact GmbH & Co. KG
120.00 €

(Ord.No. 1270964) With this library you

0@ Q1

PHCENIX
CONTACT


https://www.plcnextstore.com/world/

balenaEngine M1 > X b—JL

(#% ) balenaEngine @40 >0O— K

= APP = BALENAENGINE-DOCKERFORIOT-X86

balenaEngine-DockerForlOT-
X86

Phoenix Contact Deutschland GmbH

World

Type b Developed By: v

W

Hardware 152 0) (Name: docker 0)

B4 Contact Develop «f Share App

~

Grafan, [ Version:  1.0.2 v
x86

Fhoenix Corl

balenaEngine-DockerFor

I 10T-x86
—
Phoenix Contact Deutschl

~ ¥ DOWNLOAD

INSTALL

k Free
BalenaEngine is an OCI (including Docker) \
compatible container runtime for 0SS image from Docker | _>'< 2 r***J (j: \ \
embedded systems and is based on the version matches the conj " N

IMoby F;rloiiec;.;(m?wn i;SUES:W_i: be found version,t[j)eil’:ullt Lls_erisau AXC F 1152/2152 O)i%éf(g: ARM\
e e AXC F 3152, EPC 1502/1522 XUF RFC 4072s TIE x86 BAADET,

Grafana relat...
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balenaEngine M1 > X ~—JL

WBM (Web Based Management) BIEND7 It X : 5B

= 02 O-RUREFITVZEAAN—=)LF BTz, PLCnext
12 ~O—33 web BIANJTAULET,

Please login with your username and password.

Username [Er:er' Username ]

password  [Enics Pacauond | (TAILEDIP 7RL-X: 192.168.1.10)
(AXC F 2152 DSV fERDBZE(E. & 1—0 N1 77I)LE
ZzosRBRIZEWN)

Hinweis:

Dieses Ger&t darf nur von autorisierten Benutzern flr autorisierte
Zwecke verwendet werden. Ihre Anmeldeinformaticnen und alle
Benutzeraktionen auf diesem Gerét kdnnen Gberwacht,

aufgezeichnet, kopiert und auditiert werden. u U Se rn a m e : a d m | n

Durch die weitere Verwendung dieses Gerats erklaren

ie sich mit diesen Bedingungen einverstanden. ~ — —
i m—— = Password: PLCnext > hO—SXRMEICEIFENTWVET,
:f?::slcdez;_vice may only be used by authorized users for autherized %%&? 8 *?i-t“ a_ o

purposes. Your credentials and all user actions on this device
can be monitored, recorded, copied and audited. By continuing to
use this device, you agree to these terms.

= Username & Password Z A%, Login /RY> =L
T<LZauy,
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balenaEngine M1 > X ~—JL

WBM (Web Based Management) BENAD7Z X : A=-1—

Tip of the day

] .| \
AXC F 2152 pLEsse : . u O) —_— b
2404267 ~Pro area —  Security -
- BSIRT webpage for SECU i
— For m manu item "Help® (PLCA 2nd WBM).

IR Administration > PLCnext Apps
Certificate Authentication %L}Rbi@'o

Firewall
SD Card
Security Profile

Syslog Configuration

User Authentication

LDAP Configuration

— Administration

PLCnext Apps

Firmware Update

License Management

11 . - mcpslﬁ#\lcxr




balenaEngine M1 > X ~—JL

727 UERAEm

= LTFOLSR7ZTUERBRABEENTRRESNIZS Install Apps NF> =0 JvwIULET,

Administration

PLCnext Apps

System Message
Information

Warning Apps management can adversely affect the real-time behavior of the system. Therefore, do not manage any apps during productive operation!

Installed PLCnext Apps

App Name App ID Version Min FW Version Manufacturer License Status App Status

Install App
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balenaEngine M1 > X ~—JL

A2 AM=IVAI 71 )ILDiER

= J7 1) VERBENFRRSNITSTAET D> O0— RUIZ D 7IVEBERL. B> 200w IUFET,

™

HH

N
|| 60002172000051-v1.0.0-20190328095917.app ©)
| | 60002172000111-v1.0.0-20190802083048.app ©)
" | BALENA-armv7-60002172000333-6fcf6ac3-202... |
|| PLCnextPatchPndOff_1_0_1-20201215101504.app &

771 )& (N)| | BALENA-armv7-60002172000333-6f ~ | APP J71 ) (*.app)

[ F<(0)

] e RPad.”
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balenaEngine M1 > X ~—JL

A2 AM=IVAI 71 )ILDiER

= 7 TUDA A M=)V ESNZET
Administration

PLCnext Apps

System Message

Information The App container is being transferred to the Controller: 73%

Warning Apps management can adversaly affect the regl-time behavior of the system. Therefore, do not manage any apps during productive operation!
iy,
)

Installed PLCnext Apps

App Name App ID Version Min FW Version Manufacturer License Status App Status

Install App
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balenaEngine M1 > X ~—JL
A12AM=IET

s AT IDRE A A RILENZ77TIUNI R N7 TENEY,
Administration

PLCnext Apps

System Message
Information -

Warning Apps management can adversely affect the real-time behavior of the system. Therefore, do not manage any apps during productive cperation!

Installed PLCnext Apps

7
App Name App ID Version Min FW Version Manufacturer License Status App Status

Balena 60002172000333 1.0.0 21.0.0 PHOENIX CONTACT Deutschland m m
GmbH
—
Install App
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balenaEngine M1 > X ~—JL

balenaEngine OEN{ERILA
- Start RIZEIUYITBE, TIUNBMESNET.

Administration

PLCnext Apps

System Message
Information

Warning Apps management can adversely affect the real-time behavior of the system. Therefore, do not manage any apps during productive cperation!

Installed PLCnext Apps

App Name App ID Version Min FW Version Manufacturer License Status App Status

Balena 60002172000333 1.0.0 21.0.0 PHOEMNIX CONTACT Deutschland “ w
GmbH

Install App
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balenaEngine M1 > X ~—JL

balenaEngine DAFT—H X

= 7 JUNBESND & App Status HY RUN (CEDDET,

Administration

PLCnext Apps

System Message

Information -

Warning Apps management can adversely affect the real-time behavior of the system. Therefore, do not manage any apps during productive cperation!

Installed PLCnext Apps

App Name App ID Version Min FW Version Manufacturer License Status App Status
Balena 0002172000333 1.0.0 21.0.0 PHOENI® COMNTACT Deutschland m
GmbH

Install App

v © © @D [lesNaa




balenaEngine M1 > XA =)L

balenaEngine AV > ROENEIESS

= Teraterm, Putty & D45 —=7JLY T T PLCnext Control ~\ SSH 7Ot XL. ON> RS> LT
balena-engine MFIARIGEE TR D TWBZ EZMERLUE T,

T 192.168.1.10 - Tera Term VT = O X
IrAIMF) 8|E(E) FENS) IVFO-IMO) 21yEIwW)  ALTFH)
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balenaEngine M1 > XA =)L

root H#EPRTRIT Y SimnS

= balena-engine I~Y > RIE—Hx 1 —H D1ER TEARIGET T .
= AISHDIBHICKD root I—IWSFEATIEEE. /\RZHREISEIVENSDDET,

&2 192.168.1.10 - PuTTY =

t/apps/6000217

Xroot 1—HELTOOTANETIAILNTIETERVKLDICIRADTULET,
WMEBIRNMIZE(E. BRD [Linux root 1&RVERSGE] OFINEESSIBLIZE0N,
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1>5F 317451 Hello World

Docker 23 hello-world Jd>5F

T 192.168.1.10 - Tera Term VT
Tr4IWF) |EE) FEOS IVPO-JHO) 24VE2W)  ALT(H)

from the Docker Hub.
ich runs the

which sent it

thing more ambitious, vou can run an Ubuntu container with:
1 -it ubuntu bas

rkf lows, and more with a free Docker ID:

20

= balena-engine run hello-world

BE&f(C Docker 1 X— Q5> 00— Ran.,
Docker > FFHMERRK SN, EfTNET,
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A>5F=1741: Ubuntu

Ubuntu 18.04 A>5FDXET

= balena-engine pull ubuntu:18.04 o e
FE9'. ubuntu 18.04 DA A—>%EAH > O— R AL
LEI,

= balena-engine exec -it my-ubuntu /bin/bash
E17HD my-ubuntu J>7FHI(CT. /bin/bash ZEI{TUE T,

acm inl

it my-ubuntu

. © © @D [lesNaa




el K< #EH I D Docker (balenaEngine) I<¥> R
A>T 1#4E (1)

22

A7 ZE TR
$ balena-engine ps -a
BHUL &

$ balena-engine container Is —a

A7 %Z1EHD
$ balena-engine container stop <> 7% or 1> ID>
f5]: balena-engine container stop my-ubuntu

FIEPROO > T FOBEXEIT
$ balena-engine container start <1>>>-7 %4 or 1277 ID>
f5: balena-engine container start my-ubuntu

0@
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el K< #EH I D Docker (balenaEngine) I<¥> R
257 18F (2)

= ETHDI1>FTFAD bash IV —J)LICAD
$ balena-engine container exec -it <1>77%4 or _1>>>-7 ID> bash
f5: balena-engine container exec -it my-ubuntu bash

it — BREARDZ DT FHIHEODITD(F—ANDTDIEHS).
A — EEARNZ IS T F IO DTBRF—ABD URRWESR),

- OXFFEETHT
$ balena-engine rm “balena-engine ps -a -q

23

0@
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CONTACT




el K< #EH I D Docker (balenaEngine) I<¥> R
A X—84E

s AXA—D—B A A—ZHAIXZMHERITD
$ balena-engine images

= AX—DZHIBRXT D
$ balena-engine rmi <-f X—=> ID>
f5: balena-engine rmi 38d49488e3b0

= AAXA—DFETHIPRXT D
$ balena-engine rmi “balena-engine images -q°

XA TFZHIBRU TS A A—DZHIBRIT D&

8 © © @D [lesNaa




el K< #EH I D Docker (balenaEngine) I<¥> R
A A—IFRTHEE
= A —=% Docker Hub m54 > 0O0— R (pull)

$ balena-engine pull [OPTIONS] <-f X —=4%> [:TAG]
f#5: balena-engine pull ubuntu:18.04

= A X—ZODERRET
$ balena-engine run < X—=>%>
f5]: balena-engine run hello-world

s AX=WS T FZERUTEITLU. O25FFAD bash AAD.
+ A—=HO—HJLICIRF UL Docker Hub WSEEMIICY D> O— RT3,
$ balena-engine container run -it -d --name <9 D> FTFREIBE> <M A —%E> [[TAG]
f5): balena-engine container run -it -d --name ubuntu1804 ubuntu:18.04

= ZAt, ZED Docker (balena-engine) X > RHAMEARBIGET I . 5% U < (& Docker ¥ balenaEngine
DYA bzZElR<ITE0N,

& © © @D [lesNaa




#HE2: Linux root 1&PRVERR T4
SSHTOYA1>

= PLCnext Control /\ ssh 7727t X L. admin TOJ1>UZE9,

e from the loc

down to se three things:

i

It usuall

:3. 'Zj:l'lj_ -_J. = d X & .
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#HE2: Linux root 1&PRIVERS5E
passwd V¥ > FODELT

= UMDY FZ2 A UET,

login as: admin
admin@192.168.1.10"s SWC
. Jun 26 14:34:07 2020 from 192.168.1.50
admin@axcf2152:~5 sudo

Ve trust you have received the usual lecture from the local Syste
sually boils down to these three things:

2 © © @D [esNad




#HE2: Linux root 1&PRVERR T4
admin I\ XDJ—RKR®DA 7]

ou have received the usual lecture from the local Sys
It usually bo down to these three things:

! £
Iy %
#2)

#3) With great power comes great responsibility.

& © © @D [esNad




#HE2: Linux root 1&PRVERR T4
root I\ A DJ— RDEHTE

= Root AD/\RXTJ— RZEEMNBDDT. Root HDOFUW X TJ—REZAHDUEYT,
AZU h@ﬁlﬂ%?@bﬂ%@f BEASDULET,

20 from 192.168.

you have received the usual lecture from the local Syste
hﬂil:fli_“l It usually boils down to these three things:

v of others.

2 © © @D [esNad



#HE2: Linux root 1&PRVERR T4
root I\ A J— RDEET

= WEFTTIDE kNERT AV T—INRRENET,

° © © @D [esNad




#HE2: Linux root 1&PRVERR T4

root 941 > DOEN{FHE:D

n a3 I\%E)UJ L. TULSEEEUTZ root /XX D — R T root #ERICUIDEND FE T,

120 from 192.168

great responsibility.

© © @D [esNad




#HE2: Linux root 1&PRVERR T4

root 91 > DT

= root *EBE%’:TEHT WimaE. AN RZATIUET,

120 from 192.168

great responsibility.

© © @D [esNad
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